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Information Compliance and Security Best Practice Statement 

 

General  
 
 Scope and context for this Framework document 
 
This Framework deals explicitly with Information Security and Compliance. Ultimate 
responsibility for compliance with all legislation by the Authority lies with the 
Members of the Authority. This is covered under the delegation of powers to the Chief 
Executive (National Park Officer). Many aspects of policy development and day-to-
day management of Data Protection and Freedom of Information compliance are 
delegated to the ICT Manager, who is the Authority’s Data Protection Officer. 
 
Information and Communication Technology Policies 
 
As part of the Government’s programme of ensuring that all authorities strive towards 
providing a secure Information System, and compliance with the FAST (Federation 
Against Software Theft) standard for Software Compliance  FSSC-1:2007, the 
Authority has adopted the following policies covering the use of Information and 
Communication Technology equipment. These policies relate to the handling of data, 
access to the Internet and use of email and software, and these policies fit together 
as shown below 
 
a. Information Security Policy 

 

i. Information Technology User Security Policy 

ii. Password Policy 

iii. Anti-virus Policy 

iv. Policy for Using Authority Laptops or Personal  

v. Data Assistants At Home 

vi. Policy for using Authority data on non Authority Machines 

vii. Clear Desk policy 

 

 

 

b. Compliance Statements 

 

 
Northumberland National Park Authority is committed to a fair approach to the 
handling of information. We are keen to be fair in relation to personal data and 
we aim to make all our information policies straightforward to understand and 
apply. 
 
The set of included policies aims to make your individual role clear and also to 
explain what Northumberland National Park Authority aims to achieve and how 
we plan to achieve it. 
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i. Electronic Mail Policy 

ii. Internet Access Policy 

iii. Games and Screensaver Policy 

iv. Data Protection 

v. Privacy Policy 

vi. Freedom of Information 

vii. Auditing Policy 

viii. Unauthorised Access and Hacking Policy 

c. Software and Hardware Management Policies 
 

i. Software  and Hardware Acquisition Policy and Procedure 

ii. Software and Hardware Delivery Policy and Procedure 

iii. Software  and Hardware Installation Policy and Procedure 

iv. Software and Hardware Movement and Control Policy 

v. Software and Hardware Disposal Policy 

vi. Software Compliance and documentation procedures for effective 

management of entitlement 

vii. Freeware and Shareware Guidance  

viii. Internet Software Download Policy 

ix. Font Policy 

 

d. Data Quality Statement 

 

i. Data Accuracy Policy 

e. Records/Information Management Policy 
 
i. Storage of Data & Records Statement 

ii. Statement of compliance with retention schedule 

iii. Destruction and Disposal Procedures 

iv. Backup Policy 

 
Equalities 
 
The Authority has a comprehensive equality scheme, which was published in 2008. 
The Authority’s Information and Communication Technology function was Equality 
Service assessed in June 2008, as part of the Authority’s ongoing policy on Equality 
and Diversity. 
 
Review  
 
The policies and procedures given below are reviewed, amended and updated where 
applicable on an annual basis. As part of this process, users are asked annually to 
confirm their acceptance of the policies and procedures before being given access to 
the Authority’s computer systems. 
 

Contents 
 
Information Security Policy ........................................................................................ 5 
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Information Security Policy 

Notes  

1. Information takes many forms and includes data stored on computers, transmitted 
across networks, printed out or written on paper, sent by fax, stored on tapes or 
diskettes or spoken in conversation or over the telephone.  

2. The protection of valuable or sensitive information from unauthorised disclosure or 
intelligible interruption.  

3. Safeguarding the accuracy and completeness of information by protecting against 
unauthorised modification.  

4. This applies to record keeping and most controls will already be in place. It 
includes the requirements of legislation such as the Data Protection Act, Freedom 
of Information Act etc.  

5. This applies to how the data on the system is processed, which should be in 
compliance with the FAST (Federation Against Software Theft) standard for 
Software Compliance FSSC-1:2007. 

6. This applies to all users on the internal computer systems of the Authority 
including all equality protected characteristics. 

Objective  
We aim to ensure business continuity in the face of unforeseen security issues 
and to minimise damage by preventing and reducing the impact of such 
incidents. 
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Policy  

The purpose of the Policy is to ensure the confidentiality, integrity and availability 
of the Authority’s information is maintained by implementing best practice to 
minimise risk. 

It is the policy of the Authority to ensure that:  

 Information will be protected against unauthorised access.  

 Confidentiality of information will be assured. 

 Integrity of information will be maintained. 

 Regulatory and legislative requirements will be met. 

 Information Security Training will be provided.  

 All breaches of Information Security, actual or suspected, will be reported and 
investigated.  

 Standards will be produced to support the policy. 

 Business requirements for the availability of information and information systems 
will be met.  

 All Managers are directly responsible for implementing the policy within their 
business areas, and for adherence by their staff.  

 It is the responsibility of each employee to adhere to the Information Security 
Policy.  

 Access to information takes into account the six protected characteristics of 
equality. 
 

Need for a Security Policy  

The data stored in manual and electronic systems used by Authority Members and 
officers represents an extremely valuable asset. The increasing reliance on 
information technology for the delivery of the Authority’s services makes it necessary 
to ensure that these systems are developed, operated, used and maintained in a 
safe and secure fashion in addition to paper based records.  

The increasing need to transmit information across networks of computers renders 
the data more vulnerable to accidental or deliberate unauthorised modification or 
disclosure.  

Legal Requirements  

Some aspects of information security are governed by legislation, the most notable 
United Kingdom Acts are:  

 The Data Protection Act (1998)  

 Copyright, Designs and Patents Act (1988)  

 Computer Misuse Act (1990)  

 Regulation of Investigatory Powers Act (2000)  

 Freedom of Information Act (2000)  

 Human Rights Act (2000)  

 Equalities Act  (2003,2005,2007,2010) 

Purpose and Scope of the Policy  

The purpose of security in any information system, computer installation or network is 
to preserve an appropriate level of the following:-  

 Confidentiality: the prevention of the unauthorised disclosure of information.  
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 Integrity: the prevention of the unauthorised amendment or deletion of 
information. 

 Availability: the prevention of the unauthorised withholding of information or 
resources.  

 

The level of security required in a particular system will depend upon the risks 
associated with the system, the data held on the system and the working 
environment of the system. This policy applies to all information held in both manual 
and electronic forms. 

Who is affected by the Policy  

The Policy applies to all officers of the Authority and it also applies to all Members, 
contractors, visitors and anyone else who is engaged to work with, or who have 
access to, Authority information. 

Where the Policy Applies  

The Policy applies to all locations from which Authority systems are accessed 
(including home use or other remote use). Where there are links to enable non-
Authority organisations to have access to Authority information, the Authority must 
confirm that the security policies these organisations operate meet the Authority’s 
security requirements or the risk is understood and mitigated. 

The Policy applies to all systems and all information the Authority provides. 

Specific Security Policy Objectives  

1. To ensure officers have a proper awareness and concern for computer system 
security and an adequate appreciation of their responsibility for information 
security.  

2. To ensure all contractors and their employees have a proper awareness and 
concern for the security of Authority information.  

3. To provide a framework giving guidance for the establishment of standards, 
procedures and computer facilities for implementing computer systems security.  

Information Technology User Security Policy 
 

 
User Responsibilities 
 

 All users are individually responsible for protecting the data and information in 
their hands. Security is everyone's responsibility  

 Recognise which data is sensitive. If you do not know or are not sure, ask. Even 
though you cannot touch it, information is an asset, sometimes a priceless asset  

 Use the resources at your disposal only for the benefit of the Authority. 

 Understand that you are accountable for what you do on the system. 
 If you observe anything unusual, tell your Manager, or the Information 

Communication Technology Team. 

Objective  
We aim to explain clearly to all users what their key responsibilities are for 
protecting the Authority’s data and information systems. 
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 If you take a laptop away from the Authority’s property then the hard disk(s) 
should be completely encrypted. The Information Communication Technology 
Team is rolling this out across all laptops. If you need your laptop encrypted 
please contact the team.  

 Data on Universal Serial Bus’, (USB’s), Compact Disks, (CD’s), and Digital 
Versatile Disks (DVD’s) other than that in the public domain should be encrypted 
before being taken from the Authority’s property. 

 When using the Authority’s computer systems you should comply with the 
following procedures. 

 
Procedure 

 Choose a password that would be hard to guess.  

 Do log off before you leave your workstation/laptop, if you are working on 
sensitive information or leaving your workstation/laptop for any length of time.  

 Do ask people their business in your area, if they look as though they do 
not belong there.  

 Do protect equipment from theft and keep it away from food and drinks.  

 Do ensure that all important data is backed up regularly. Everything 
stored on the network should be backed up nightly. Liaise with Information 
Communication Technology Team if you require assistance.  

 Do make sure that on every occasion compact disks, Universal Serial 
Bus’ and other media are brought in to the Authority they are checked for 
viruses using the software supplied before they are used. 

 Do inform the Information Communication Technology Team immediately 
if you think that your workstation/laptop is not working properly as it may have a 
virus. 

 If it does indicate that it has a virus inform the Information Communication 
Technology at once and disconnect from the network. 

 
PLEASE DO NOT 

 Write down your password. 

 Share or disclose your password.  

 Give others the opportunity to look over your shoulder if you are working on 
something sensitive (particularly on public transport or other public places). 

 Duplicate or copy software. 

 Install any software on your machine or alter its configuration, this work may 
only be undertaken by Information Communication Technology Team staff – 
see Software and Hardware Management Policies. 

 
Please note the following: 
 
Your workstation/laptop will be audited automatically every time you log on to the 
system. Logins to, and use of the Authority’s network, are monitored and audited. 

Password Policy 
 

User Responsibilities 
 

Objective  
We aim to explain and provide helpful advice to enable all staff and Members to 
set robust passwords.  
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You should understand the following: 
 
Passwords are an important aspect of computer security.  They are the front line of 
protection for user accounts. A poorly chosen password may result in the 
compromise of the Authority’s entire corporate network. As such, all Authority 
Members and employees (including contractors and vendors with access to Authority 
systems) are responsible for taking the appropriate steps, as outlined below, to select 
and secure their passwords 
 
When using the Authority’s network facilities you should comply with the following 
procedures. 
 
Procedure 

 Do make sure your password is a strong password.  

 Do make sure your password is long and complex enough.  

 Passwords must be eight characters long. Passwords must contain TWO of 
the following:  
o upper case characters  
o lower case characters  
o numbers  
o punctuation characters 

 Do make sure you change your password frequently enough. On the external 
auditors’ advice, we will be working towards a goal of having all user passwords 
changed every thirty days, and administrator ones changed as required. 

 
PLEASE DO NOT 
 

 Use a weak password. Passwords should not be any of the following:  
o dictionary words (including foreign and technical dictionaries)  
o anyone's or anything's name  
o a place  
o a proper noun  
o a phone number  
o passwords of the same character  
o simple pattern of letters on keyboards  
o any of the above reversed or concatenated  
o any of the above with digits prepended or appended  

 Disclose your password to anyone (except if required to for a support issue and 
then change it afterwards). 

 Reveal a password to your colleagues or line manager. 

 Talk about a password in front of others.  

 Hint at the format of a password (e.g., "my family name"). 

 Reveal a password on questionnaires or security forms.  

 Share a password with family members. 

 Reveal a password to co-workers whilst on leave (e.g. flexi, holiday).  

 Write your login or password in an email. 
 
If someone demands a password, refer them to this document or have them call a 
member of the Information Communication Technology support staff. 
 
If you are in any doubt about an issue concerning your login or password you should 
consult the Information Technology Manager. 
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Antivirus Policy 
 

 
User Responsibilities  
 Users should understand the following: 

 

 The Authority provides antivirus software to help protect the integrity of its 
network, the applications, and the data stored on it. It is not a replacement for 
user common sense. 

 All machines connected to the Authority’s Information Technology systems must 
have active and current antivirus software. 

 When using the Authority's network facilities you should comply with the 
following procedures. 
 

Procedure – please ensure 

 your antivirus software is working. (In most cases check the green oval eye-
shape on the task bar). If using non Authority equipment to access systems you 
will be asked to provide confirmation via screen dumps that you have current 
and active virus protection;  

 your antivirus updates are up to date, or your antivirus monitoring software is 
poling for updates automatically; 

 you regularly delete any suspicious emails, and make sure they are also deleted 
from your deleted items directory;  

 you run the virus software on the machine for a full scan of the machine if the 
machine is not running as it should do, and check with the Information 
Communication Technology support staff; 

 your machine is up to date with all necessary service patches and windows 
updates. 

 
PLEASE DO NOT 
 

 Disable the antivirus software for any reason.  

 Panic if you think there is a virus on the machine. Just turn it off (not just log off) 
and then ask for help.  

 Open any suspicious attachments.  

 Worry if a suspicious email comes in and the virus software says that it has 
deleted part of the message. Just delete the message.  

 Install any software from unknown sources.  

 Forward e-mails which are sent about viruses with dire warnings about 
messages with certain subjects or attachments. The receiver is asked to copy 
the message on to all colleagues and friends around the globe. These are nearly 
all hoaxes. If you receive such a message, just delete it. If you want to check its 
validity visit the Symantec Web page about hoaxes. 
  

If you are in any doubt about an issue affecting the use of the antivirus software you 
should consult the ICT Manager.   Knowingly infecting the network with a virus or 
Trojan worm may lead to disciplinary action. 

Objective  
We aim to provide Antivirus facilities and enable staff and Members to make 
the best use of this protection to provide a secure and reliable Information 
Technology system. 

http://www.symantec.com/avcenter/hoax.html
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Policy for Using Northumberland National Park 
Authority Laptops or Personal Data Assistants at 
Home  

 

 
General 
These procedures are included to help you make best use of the Authority’s 
computer equipment when taken home. You are reminded that this, and all other 
Information Communication Technology policies, apply to anything that is carried out 
using an Authority Laptop or Personal Data Assistant, be it in work time or not. 

 
When an Authority Laptop or Personal Data Assistant is connected to any other 
network other than that of the Authority, then you must abide by the following 
principles. 
 
Procedure 

 Make sure that you are working in a safe and secure environment suitable for 
the work that you are doing. 

 Make sure that the equipment is only used for Authority work.  

 Abide by Computer Misuse Act (click here for more information)  

 Abide by the Copyright, Designs and Patents Act (click here for more 
information)  

 Be responsible for all use of usernames and passwords. Users should not make 
their username or password available to anyone else nor should they use any 
other person's username.  

 Make sure that any settings changed on the laptop to get it to work with your 
own network, do not conflict with settings on the Authority’s network. 

 
PLEASE DO NOT 
 
Use the Authority’s computer equipment to  

o distribute offensive material;  
o illegally copy software;  
o breach copyright regulations;  
o send mass unsolicited email messages. 

 Use the Authority’s facilities to produce work of a commercial nature.  

 Carry out any action (including loading any software on to the machine) that shall 
or may interfere with the normal working of the Authority's Information 
Technology facilities or may interfere with or disrupt other user's use of the 
Authority's Information Technology facilities or access, corrupt or modify any 
other user's data without their consent.  

 Deliberately introduce a virus, worm, Trojan horse or other similar code or take 
any action to circumvent, or reduce the effectiveness of, any anti-virus 
precautions established on the machine. 

If, for any reason, connection to a home network is found to be the cause of a laptop 
not working with the Authority's system, then in all probability the laptop will be 

Objective  
We aim to provide clear guidance to staff to enable them to use Authority 
Laptops or Personal Data Assistants in a secure and legal manner. 

http://www.hmso.gov.uk/acts/acts1990/Ukpga_19900018_en_1.htm
http://www.hmso.gov.uk/acts/acts1988/Ukpga_19880048_en_1.htm
http://www.hmso.gov.uk/acts/acts1988/Ukpga_19880048_en_1.htm
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reformatted, losing all data on it, and the user banned from connecting laptops to 
their home network again. 

 
You are reminded of your legal requirements when using any of the Authority's 
Information Technology facilities.  
 
The National Park Authority's Information Technology facilities shall not be used in 
any way which is illegal or may expose the user or the Authority to the risk of civil 
action. Conduct forbidden because it will break the law or may result in civil action 
includes:  
 

 Software - software should always be used in accordance with the terms of the 
relevant licence, and copying software without the licence holder's permission is 
prohibited.  

 Rights in content - users should not assume that an author has given permission 
for use of their work. This includes use of third party text, images, sounds, 
trademarks and logos (all of which are protected by intellectual property rights) in 
materials such as e-mails, documents and web pages. 

 Offensive material - possessing or distributing obscene, indecent, pornographic 
or other material which is, or may be, considered offensive by other users is 
strictly forbidden and may be illegal depending on the material and the 
circumstances; in some instances referral to the police will be automatic.  

 Discrimination and harassment - users may not create, distribute or access 
material which discriminates on the grounds or sex, race, disability or religion 
which may incite any form of violence or hatred; or which may constitute 
harassment.  

 Computer misuse - unauthorised access to accounts (including stealing or 
misusing a password), programs and/or data and all forms of hacking is 
prohibited, and may be an offence under the Computer Misuse Act 1990; 
unsolicited commercial emails are also illegal.  

 Defamation - care should be taken to avoid content which may be defamatory. 
Particular care is needed when posting material to newsgroups. It is best to 
assume documents such as emails may become known to other users. Such 
material may in due course be subject to the requirements to disclose documents 
under the Freedom of Information Act 2000.  

 Personal data - data on living persons must be held and processed in 
accordance with the Data Protection Act 1998. Persons who hold personal data 
are, with few exceptions, required to notify the Information Commissioner of 
details of their processing of data, which must in any event be in accordance with 
the data protection principles set out in the Act. Users must not construct or 
maintain files of personal data for use in connection with their work without being 
aware of the Act's requirements, inform them that they must abide by the data 
protection principles, and of the appropriate level of security arrangements which 
should attach to a particular set of personal data. Contact the Authority's Data 
Protection Officer for more advice on notification and the implications of the Act.  

 Formation of contracts - users should note that it is possible to form contracts 
electronically, without any hard copy confirmation from the user. Care should be 
taken to obtain appropriate authority before purporting to commit the Authority to 
any contractual obligations (which may include clicking 'I agree' to an online 
dialogue box) and the wording 'subject to contract' should be used on emails 
where appropriate. 
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Policy for accessing Northumberland National Park 
Authority data on non Northumberland National Park 
Authority machines  

 

 
General 
 
This policy is indented to help ensure the security of Authority data and systems, 
when accessing Authority data from non Authority machines. Ideally this would not 
be allowed but for usability purposes SharePoint and Outlook are allowed to be 
accessed in such a way via a browser. 

 
Procedure 

 Make sure that the equipment has up to date and running virus protection 

 Delete any cached files that have been created after the session 

 Endeavour to store any downloaded files to an Authority Universal Serial Bus 
device, rather than the local disk 
 

PLEASE DO NOT 
 

 leave the machine unattended and logged on to Authority systems; 

 leave saved documents stored on the local machine, after they have been finished 
with; 

 write login details or password down and leave them by the machine; 

 allow other users to access your Authority data.  

Clear Desk Policy 

Background 

The main reasons we have introduced the policy are: 

1. It reduces the threat of a security breach and information theft as confidential 
information gets locked away 

2. It ensures compliance with data protection regulations – keeping personal data 
secure 

3. It reduces the chance of identity theft 
4. It shows that the Authority is taking corporate responsibility for the personal data 

in its care. 
 
 
 

Objective  
We aim to provide clear guidance for Members and staff to access Authority 
data on non Authority machines in a manner that will not compromise 
Authority systems or its’ data.  

Objective  
The objective of the Clear Desk Policy is to set guidelines which reduce the 
risk of a security breach, fraud and information theft caused by documents 
being left unattended in the Authority’s premises. 
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Implications 

The purpose of the policy is to reduce the opportunity for security breaches, fraud 
and identify theft. The Home Office latest figures estimates that identity theft cost the 
United Kingdom economy £1.72b http://www.identity-
theft.org.uk/ID%20fraud%20table.pdf. Though it is not perceived as a widespread 
issue by officers, how do you know what people are doing with the data you leave on 
your desk, when you are not present?  

The Policy in Operation  

The procedure of the policy is fairly straightforward. 

At the end of the working day or when leaving the office for a major part of the day, 
the officer is expected to tidy their desk of papers and any files with personal 
information in them. The Authority will provide an under desk locker and/or filing 
cabinets for this purpose. The desk locker or filing cabinets should be locked over 
night.  This also includes business cards and bits of paper with any personal data on 
it stuck to screens or notice boards etc. 

Please note the following 

The policy is also designed to help reduce the amount of paper that is used in the 
authority by reducing unnecessary printing (reducing printing costs).  Do not print off 
documents just to read them. Read them on the screen if possible 

Tips for having a tidy desk 

1. If in doubt - throw it out. If you are unsure of whether a piece of paper should be 
kept ask your line manager.  

2. Make sure any office paper is shredded if it contains personal data.  
3. Don’t print off emails to read them as this generates increased amounts of clutter  
4. Go through the things on your desk to make sure you need them and what you 

don’t need throw away.  
5. Always clear your desktop before you go home  
6. Consider scanning paper items and filing them on the server, in the correct 

location 

Statement of Compliance 

Introduction to the Statement of Compliance 

The Statement of Compliance (SoC) details the obligations that all users need to 
agree to before receiving access to the Authority’s Information Communication 
Technology systems. The policies it comprises detail user use of data, and regulatory 
compliance. 

These policies are:- 

 Electronic Mail Policy 

 Games and Screensavers Policy 

 Instant Messaging Policy 

 Internet Access Policy 

 Data Protection 

 Privacy Policy 

http://www.identity-theft.org.uk/ID%20fraud%20table.pdf
http://www.identity-theft.org.uk/ID%20fraud%20table.pdf


Version 4.1.0 Page 15 of 37 29/11/2012 

 

 

 Freedom of Information 

 Software and Hardware Management Policies 
 Auditing Policy 
 Unauthorised Access and Hacking Policy 

 

Electronic Mail Policy 
 

 
User Responsibilities 
 
The Authority provides electronic mail to staff to enable them to communicate 
effectively and efficiently with other staff members, companies, partner organisations 
and other customers. Email is a very effective tool when used properly but can be a 
systematic weakness to any organisation when it is not used wisely.  
 
When using the Authority’s electronic mail facilities you should comply with the 
following procedures. 
 
Procedure 
 

 Check your electronic mail daily to see if you have any messages.  

 Include a meaningful subject line in your message.  

 Check the address line before sending a message and check you are sending it 
to the right person. 

 Save important e-mail messages on the customer relationship management 
system (Saleslogix). 

 Save important attached documents and discussions on specific projects and 
topics on the staff intranet (Sharepoint).  

 Ensure you or a colleague manage the size of your mailbox on a daily or weekly 
basis. 

 Delete electronic mail messages when they are no longer required. 

 Respect the legal protections to data and software provided by copyright and 
licences.  

 Take care not to express views which could be regarded as defamatory or 
libellous. 

 Use the “Bcc” (blind carbon copy) box rather than the “cc” box when emailing a 
group (more than two) of contacts.  

 Always use the "Bcc" box when mailing to groups whenever the members of 
the group are unaware of the identity of all the others (as in the case of 
marketing mailing lists), or where you judge that the membership of the group 
of one or more individuals should perhaps not be disclosed to the others (as 
in the case of members of a staff benefit scheme), because if you use the 
"Cc" or “To” box, each recipient is informed of the identity (and in the case of 
external recipients, the address) of all the others. Such a disclosure may 
breach any duty of confidence owed to each recipient, breach the 

Objective  
We aim to provide clear user guidance when using the Authority’s email 
system to ensure it works for the best interests of staff, Members and our 
customers. We aim to ensure that issues of over-use of e-mail and poor 
management of e-mail facilities are actively addressed. 
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organisation’s obligations under the Data Protection Act or may inadvertently 
disclose confidential business information such as a marketing list. This 
applies to both external and internal e-mail. 

 Compress pictures when sending reports and presentations 
 
PLEASE DO NOT 

 use e-mail when it is easier or more effective to speak to the person 
directly or visit them in person; 

 escalate i.e. involve senior staff towards the end of an e-mail discussion in order 
to resolve an issue with a colleague, partner or customer. Instead start a new 
discussion with them afresh – assuming e-mail is the best means of 
communicating; 

 print electronic mail messages unless absolutely necessary  

 expect an immediate reply. The recipient might not be at their computer or could 
be too busy to reply straight away.  

 forward personal electronic mail messages to others, particularly newsgroups or 
mailing lists, without the permission of the originator; 

 use your nnpa.org.uk electronic mail address for any personal reasons; 

 send excessively large electronic mail messages or attachments using the 
nnpa.org.uk address. Messages over 10 mega-bytes (MB) may be stopped. (If 
you need to send a large message contact Information Communication 
Technology support). 

 send unnecessary messages such as personal festive greetings (managed 
corporate festive greetings are ok) or other non-work items by electronic mail, 
particularly to several people;  

 participate in chain or pyramid messages or similar schemes 

 represent yourself as another person;  

 use your nnpa.org.uk electronic mail to send or forward material that could be 
construed as confidential, political, obscene, threatening, offensive or libellous. 

 
The e-mail system will block new messages to staff that are ineffective in managing 
the size of their email system by breaching the storage limit. If we did not do this our 
system would seize-up and cause service interruption for customers and partners. 

Games & Screensavers Policy 
 

 
 
User Responsibilities 
Unless it is a requirement for a user’s job function, the playing of computer games 
during Authority work time is not allowed. It is the user’s responsibility to ensure that 
they have a licence for any games or screensavers other than standard games or 
screensavers which form part of your operating system.  
 
 
 

Objective  
We aim to provide clear user guidance when using the Authority’s equipment 
to use non standard downloaded games and screensavers.  Users are often 
unaware of the licensing issues surrounding games and screensavers and in 
many cases this type of software is bound by the same laws as any other 
program. 
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Procedure 
Before being delivered to the user, the Information Communication Technology Team 
will ensure that the computer is loaded with the correct software. The use and 
settings relating to games and screensavers can and may be determined centrally 
via Group Policy. Any games or screensavers downloaded will be picked up by the 
auditing system for the network.  

Instant Messaging Policy 
 

 
User Responsibilities 
 
The Authority provides Instant Messaging facilities for officers to enable them to 
communicate effectively and efficiently with other officers within the Authority. The 
Authority is aware that other Instant Messaging systems are available and currently 
does not prevent them from being use though, if not for a work purpose, then they 
should be used out of work time wherever possible. 
 
Users should be aware of the dangers of interruptions when using Instant 
Messaging. The use of conventions such as defining your status in the Instant 
Messaging application (busy, away) is encouraged.  

Instant Messaging software is an alternative communications tool allowing direct 
interactions between parties. It has the ability to be used as a one-to-one or a one-to 
many tool. 

Generally when using the Authority’s instant messaging facilities you should comply 
with general Information Communication technology guidelines and specifically with 
the following procedures. 

Procedure 
 

 Do take care not to express views which could be regarded as defamatory or 
libellous  

 Do respect the legal protections to data (especially data covered by data 
protection regulations) and software provided by copyright and licenses  

 
PLEASE DO NOT 

 represent yourself as another person;  

 use Instant Messaging to send or forward material that could be construed as 
confidential, political, obscene, threatening, offensive or libellous. 

 
Please note that the file transfer facility should only be used with care, due to the 
potential dangers of viruses, etc. 

Objective  
We aim to help staff gain the most from e Instant Messaging by providing 
helpful user guidance.  
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Internet Access Policy 
 

 
User Responsibilities 
 
The Authority provides Internet access to staff to assist them in carrying out their 
duties for the Authority. It is envisaged that it will be used to lookup details about 
suppliers, products, to access government information and other statutory 
information. It should not be used for personal reasons during working time. It may 
be used for personal reasons during non-work time. 
 
All access to the Internet using the Authority’s equipment is via content scanning 
software, and firewall. Internet access is seen as a tool to help enable effective 
efficient working. 
 
When using the Authority’s Internet access facilities you should comply with the 
following procedures. 
 
Procedure 
 

 Do check that any information you access on the Internet is accurate, complete 
and current – as far as possible. 

 Do check the validity of the information found – as far as possible. 

 Do respect the legal protections to data and software provided by copyright and 
licences.  

 Do inform the Information Communication Technology Team immediately of any 
unusual occurrence. 

 
PLEASE DO NOT 

 download text or images which contain material of a pornographic, racist or 
extreme political nature, or which incites violence, hatred or any illegal activity;  

 download content from Internet sites unless it is work related, during work time;  

 download software from the Internet and install it upon the Authority’s computer 
equipment, other than software, or operating system upgrades, already agreed 
by Information Communication Technology Team;  

 use the Authority’s computers to make unauthorised entry into any other 
computer or network;  

 disrupt or interfere with other computers or network users, services, or 
equipment. Intentional disruption of the operation of computer systems and 
networks is a crime under the Computer Misuse Act 1990;  

 represent yourself as another person;  

 use Internet access to transmit confidential, political, obscene, threatening, or 
harassing materials; 

 use the internet to download watch again services, or digital music files that are 
not related to work.  

 
Please note the following: 
 

Objective  
We aim to provide very, very clear user guidance when browsing the internet 
using Authority connections. This is to avoid ambiguity and to ensure staff are 
informed of the consequences of potential breaches. 
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 The primary use of the internet is as a tool to enhance and enable our work. It 
should not be used in any way that would be detrimental to the work of the 
Authority.  

 Digital radio: The use of the internet to listen to digital radio which is being 
transmitted live is acceptable provided this is within reason, and not disturbing 
work. 

 Downloading podcasts.  It is acceptable to use the internet to download podcasts 
on Authority systems – depending on the content: 
o if relating to work can be done in work time; 
o if not relating to work then out of work time; 
o the downloading of iTunes unless related to work should not be carried out; 
o in general personal (non work) downloaded files should not be stored on the 

servers. 

 The use of social networking sites, e.g. Facebook, Twitter, LinkedIn etc. Unless 
for work purposes, these should not be accessed during work time. Neither 
should your Authority email address be used on these sites, but these sites can 
be accessed out of work time, as long as within reason. 

 The use of video interactive sites e.g. YouTube. Unless for work purposes these 
should not be accessed during work time. Neither should your Authority email 
address be used on these sites, but these sites can be accessed out of work 
time, so long as within reason and are not of an offensive nature. 

 Watch again services. If relating to work this can be done in work time; if not 
relating to work then these services should not be used as they are bandwidth 
intensive which will have a detrimental effect on Authority data processes. 

 Access to the sites mentioned above is as this policy unless case law or best 
practice dictates otherwise. 

 
All of these sites above are high band-width sites to which we are currently allowing 
access in your own time. But if bandwidth use compromises essential corporate 
operations then we may restrict the use of these to only essential work related use. 

 

 All activity on the Internet is monitored and logged.  

 All material viewed is scanned for viruses.  

 All the content viewed is scanned for offensive material. 

 If you are in any doubt about an issue affecting Internet Access you should 
consult the Information Technology Manager. 

 Any breach of the National park Authority’s Internet Access Policy may lead to 
disciplinary action. 

Data Protection Policy 
 

 
 
Introduction 
 
It is necessary for the Authority to process personal data in the course of its normal 
and proper day to day operations.  
 

Objective  
We aim to provide user guidance on the processing of personal data for the 
Authority to enable staff to meet the legal requirements placed on them as 
employees of a public body. 
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Such processing will be conducted fairly and lawfully in accordance with the Data 
Protection Act 1998.  
 
If you have a query regarding the accuracy of your personal data then your query will 
be dealt with fairly and impartially.  
 
General Use of Personal Data 
The National Park Authority holds data on: prospective, current and former staff; 
prospective, current and former Members; other business, farming and academic 
contacts; and other individuals interested in the Authority.  
 
This personal data is held in a variety of formats including electronic and manual.  
 
The processing of personal data is subject to the rules laid down under the Data 
Protection Act 1998. Your personal data will be used only for proper purposes that 
are considered by the Authority to be for your benefit. For staff this will include (but 
not be restricted to) the conduct of normal business management and employment 
matters.  
 
For other individuals this will include (but not be restricted to) the normal conduct of 
National Park Authority and business relationships. The protection of your personal 
data will be governed by the provisions of the Data Protection Act 1998. Access to 
your data will be restricted to those personnel to whom access is necessary and for 
proper purposes.  
 
The Authority will not sell your personal data to third parties. Your personal data will 
only be transferred to third parties where this is for proper purposes, for example 
where this is required by professional bodies, government or where it is necessary 
for the delivery of services by third parties to you.   
 
New Personal Data Stores 
On advice from Defra and the Information Commissioner's Office, before any new 
data stores are set up a Privacy Impact Assessment (PIA) needs to be carried out. 
This also applies when any new data sharing agreements are made and any new 
data stores need to be logged on the Authority’s internal personal database log. The 
Authority assumes that any person who creates a new personal data store is the 
Information Asset Owner for that store, and as such has responsibility for the security 
of the data within that store.  
 
The Principles of Data Protection 
There are eight Data Protection principles set out under the Act. In summary they are 
that personal data should be: 
 
1. Obtained and processed fairly and lawfully. Those responsible for processing 

personal data must make reasonable efforts to ensure that data subjects are 
informed of the identity of the data controller, the purpose(s) of the processing, 
any disclosures to third parties that are envisaged and an indication of the period 
for which the data will be kept.  

2. Held and used only for specified purposes. Personal data shall be obtained for 
specific and lawful purposes and not processed in a manner incompatible with 
those purposes. Data obtained for specified purposes must not be used for a 
different purpose. 
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3. Adequate, relevant and not excessive. Personal data shall be adequate, relevant 
and not excessive in relation to the purpose for which it is held. Information, 
which is not strictly necessary for the purpose for which it is obtained, should not 
be collected. If data are given or obtained which are excessive for the purpose, 
they should be immediately deleted or destroyed. 

  
4. Accurate and kept up to date. Personal data shall be accurate and, where 

necessary, kept up to date. Data, which are kept for a long time must be 
reviewed and updated as necessary. No data should be kept unless it is 
reasonable to assume that they are accurate. It is the responsibility of individuals 
to ensure that data held by the Authority is accurate and up-to-date. Completion 
of an appropriate registration or application form etc will be taken as an 
indication that the data contained therein is accurate. Individuals should notify 
the Authority of any changes in circumstance to enable personal records to be 
updated accordingly. It is the responsibility of the Authority to ensure that any 
notification regarding change of circumstances is noted and acted upon. 

  
5. Kept only for as long as is necessary. Personal data shall be kept only for as 

long as necessary. See Data Retention Policy.  
 
6. Processed according to the Act. Personal data shall be processed in accordance 

with the rights of data subjects under the Data Protection Act 1998. 
  
7. Held securely. Appropriate technical and organisational measures shall be taken 

against unauthorised or unlawful processing of personal data and against 
accidental loss or destruction of data. I.e. If held electronically it should be stored 
on a secure encrypted medium. 

 
8. Held within the European Economic Area:  Personal data shall not be transferred 

to a country or a territory outside the European Economic Area unless that 
country or territory ensures an adequate level of protection for the rights and 
freedoms of data subjects in relation to the processing of personal data.  

 
The National Park Authority is registered as a Data Controller under the Data 
Protection Act 1998 and will adhere to these principles and the guidelines set out by 
the Information Commissioner 
 
Consent 
The Authority seeks to use your personal data only for the purposes of legitimate 
interests and, where practicable, with your consent.  
 
For officers, it is a condition of employment that you consent to the Authority 
processing your personal data.  By applying you signify your agreement.  
 
For other individuals, the Authority may gather your data during the course of normal 
Authority activities. It will be used only for legitimate interests.  
 
You have the right to know what personal data the Authority holds about you and for 
this to be correct. Procedures for the management of personal data are in place and 
enquiries may be made as set out below.  
 
Sensitive Personal Data 
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Sensitive personal data is defined under the Act to include such matters as personal 
beliefs and health.  If the Authority holds Sensitive Personal Data about you then this 
will only be disclosed with your explicit consent or if required by law.  
 
Data Subject Rights 
Data Subjects have the following rights regarding data processing, and the data that 
are recorded about them: 

 To make subject access requests regarding the nature of information held and to 
whom it has been disclosed.  

 To prevent processing likely to cause damage or distress.  

 To prevent processing for purposes of direct marketing. 

 To be informed about mechanics of automated decision taking process that will 
significantly affect them.  

 Not to have significant decisions that will affect them taken solely by automated 
process.  

 To sue for compensation if they suffer damage by any contravention of the Act  

 To take action to rectify, block, erase or destroy inaccurate data.  

 To request the Commissioner to assess whether any provision of the Act has 
been contravened.  

 
Accessing Your Personal Data 
You have the right to see the personal data that the Authority holds about you and for 
that data to be corrected if it is incorrect. Minor requests about your personal data 
may be dealt with informally in the course of normal administration, at the sole 
discretion of the Authority.  
 
If you wish to make a formal request for access to your personal data then this 
should be made in writing to the Authority. There is a fee for this service which must 
be paid for in advance. If you wish to exercise your rights of access to your personal 
data processed by the Authority then please contact the ICT Manager in writing at: 
 

Northumberland National Park Authority,  
Eastburn,  
South Park 
Hexham  Northumberland 
NE46 1BS 
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Privacy Policy 
 

 
This is a generalised policy that applies when accessing any of the Authority’s 
Websites – either in the public domain or under controlled access 
 
Information collected 
We collect personal information from you through the use of enquiry and registration 
forms and every time you e-mail us your details. We also collect information 
automatically about your visit to our site. The information obtained in this way, which 
includes demographic data and browsing patterns, is only used in aggregate form. 
We do not attempt to identify individual users. 
 
We use your Internet Protocol (IP) address to help diagnose problems with our 
server, and to administer our web site. We may use customer contact information 
from the 'contact us' form to contact a user when necessary and to provide new 
information about our activities. Users may opt-out of receiving mailings. 
 
This information is used to make your visit to our site more efficient, and to help us 
follow browsing preferences on our site so that we can make regular improvements.  
 
Use of personal information 
We process personal information collected via our site for the purposes of: 

 providing a personalised service;  

 conducting market research surveys;  

 Controlling access to restricted areas. 
 
We also use information in aggregate form (so that no individual user is identified): 

 to build up marketing profiles;  

 to aid strategic development; 

 to audit usage of the site.  
 
Use of cookies 
In order to assist us we use "cookies" to identify our users when they visit our site. A 
cookie is a small piece of information sent by a web server to a web browser, which 
enables the server to collect information back from the browser. If you are 
uncomfortable with cookie technology, you have the option of setting your browser to 
reject cookies. More information about cookies, including how to block them and/or 
delete them, can be found at www.AboutCookies.org. 
 
Data Security 
We safeguard the security of the data you send us with physical, electronic, and 
managerial procedures. In certain areas of our websites, while we strive to protect 
your personal information, we cannot ensure the security of the information you 
transmit to us, and so we urge you to take every precaution to protect your personal 
data when you are on the Internet. As a general rule change your passwords often, 
use a combination of letters and numbers, and make sure you use a secure browser. 

Objective  
We aim to provide user information on how the Authority collects user 
information when accessing Authority websites  

http://www.aboutcookies.org/
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Transferring information overseas – we do not knowingly transfer personal data 
overseas 
 
External Links 
This privacy policy does not cover the links to other non Authority sites. 

Freedom of Information Policy 
 

 
Background  
The Freedom of Information Act applies to all 'public authorities' which includes:  

 National Parks; 
 central and local government;  
 the health service;  
 schools, colleges and universities;  
 the police;  
 other non-departmental public bodies, committees and advisory bodies.  

 
Anyone can ask for any information at all but some information might be withheld to 
protect various interests which are allowed for by the Freedom of Information Act. If 
this is case, the public authority must tell you they have withheld information and 
why.  
 
If you ask for information about yourself, then your request will be handled under the 
Data Protection Act instead of the Freedom of Information Act. You have slightly 
different rights to this information, different fees apply and public authorities have 
longer to respond to these requests.  
 
Most requests are free. You might be asked to pay a small amount for making 
photocopies or postage. If the public authority thinks that it will cost them more than 
£450 to find the information and prepare it for release, then they can turn down your 
request. They might ask you to narrow down your request by being more specific in 
the information you're looking for.  
 
It is estimated that over 90% of all the information the Authority has could be made 
available under the Freedom of Information regulations. 
 
Rights of Access 
Under the Freedom of Information Act, any member of the public (including 
individuals, organisation or businesses) has the right to ask, in writing (by letter or e-
mail) to see or receive information held by the Authority. This can include information 
which the Authority has produced and information which is held on behalf of another 
organisation. Applicants do not have to state the purpose of their request. 
 
Timescale and Public Interest 
The Authority will make information available by responding to any request made in 
writing within 20 working days, unless there is an operational or "public interest" 
reason for not doing so or there is an absolute exemption under the Act. 

Objective  
We aim to provide user information on how the Authority deals with Freedom 
of Information Requests and their responsibilities as employees of a public 
body. 
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The Authority will make information available proactively by including as wide a 
selection of information as is possible on the Publication Scheme, and including on 
the list of publications clear information on where the publications can be obtained, or 
website links direct to the publications. 
 
Requests can be answered by providing information or by directing enquirers to 
where the information can be found. 
 
The public interest test will apply to qualified exemptions under the Act. The test is 
whether on balance it is in the public interest to disclose the information. If required 
the Authority solicitor will make this decision and there will be a written record of the 
reasons on file with the IT Manager. 

Information which is absolutely or partially exempt 
The Authority will not classify information as exempt unless there are clear reasons 
under the Act for doing so. Where documents contain exempt information, the rest of 
the document will be available under the Act unless other exemptions apply. 
 
Where qualified exemptions to access apply, the Authority will inform the applicant, in 
writing and within 20 working days, of such an exemption. The Authority will apply the 
public interest test and inform the applicant in writing and as soon as possible, 
whether the information can be made available in its entirety or in a summarised or 
edited format. 
 
The Authority is unable to make information available where an absolute exemption 
applies and will notify the applicant to this effect within 20 working days. 
 
Fees and charges 
For information on the website, access will normally be free of charge, there may be 
additional charges for work undertaken to obtain and provide the information 
requested. Where a retrieval of information request costs more than £450.00 a 
charge may be incurred.  
 
The Authority will endeavour to make clear to all applicants when a fee or other 
charge will be incurred. Applicants will have three months to pay a fee or charge 
before the application is considered to have expired.  
 
Where charges or fees apply, the Authority will also endeavour to suggest alternative 
ways of obtaining the information at a lower cost or at no charge. 
 
Accessibility 
The Authority undertakes to make information available in other formats if requested 
where this will increase access, and will provide advice and assistance to any 
applicant to enable them to access the information they require, insofar as the cost of 
doing so is defined as reasonable under the Act. 
 
Rights of review and appeal 
If access to information is refused because of an exemption, the applicant has a right 
to appeal for a review of the decision.  
 
This will initially be dealt with by the internal complaints procedure of the Authority, 
and will be carried out by a senior officer of the Authority who has not previously 
been involved with the request.  
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If the appeal is not resolved, the applicant will have the right to appeal to the 
Information Commissioner for an independent review. The Authority also has the 
right to appeal to the Information Commissioner in regard to a complaint or an appeal 
from an applicant. 

Please note the following:  What to do if  you get a request for Information 
under Freedom of Information regulations 
 

 Is the request by phone? Cannot deal with it - only requests by email or post can 
be dealt with. 

 Is the request by email or post? If yes, you can proceed. 

 Email foi@nnpa.org.uk to get the request logged….. ALL REQUESTS NEED TO 
BE LOGGED. 

 You now have 20 working days to respond. 

 CC foi@nnpa.org.uk with correspondence relating to the enquiry, including the 
finalized response to the applicant, so that Corporate Admin can log when the 
request has been answered. 

 
If you have any queries with the request or you do not think that an answer can be 
achieved within the time limit. DO NOT WAIT until 19 days are up but seek advice 
beforehand from the ICT Manager.  

Auditing Policy 
 

 
All aspects of the computer system are monitored, and the systems are regularly 
monitored by members of the Information Communication Technology Team. This 
includes the use of auditing software to ascertain the legality of software being used.  
Various aspects of the system are also investigated each year by the Internal and 
External auditors looking in detail at the data that has been produced by the 
automated logging systems.  
 
The source of any unauthorized access, software or inappropriate material will be 
investigated and disciplinary action may result. In the case of any stored 
inappropriate material then this will be reported to the police, as is our legal duty.  

Unauthorised Access and Hacking Policy 
 

It is an offense under the Computer Misuse Act to access, or attempt to access 
computer held data or software without the permission to do so. The majority of 
documented hacking offences are committed internally within an organization where 
persons have access to data or software without authorisation to do so.  
 

Objective  
We aim to provide information on how the Authority audits the computer 
system, on a regular basis to ensure that the only users of the system are 
those authorised and they are running only licensed and authorised software  

Objective  
We aim to provide very clear guidance on the unauthorised access to 
computer systems and using the Authority’s systems to hack into other 
systems, or secure parts of the Authority’s systems.  

mailto:foi@nnpa.org.uk
mailto:foi@nnpa.org.uk


Version 4.1.0 Page 27 of 37 29/11/2012 

 

 

If any user believes that they have evidence of unauthorised access to the system, or 
have found an error in the security of the system that allows them access to a 
restricted area then they should report this to a member of the Information 
Communication Technology Team. 
 
The Information Communication Technology Team will be able to investigate any 
such issue with the aid of the logging and monitoring system. Depending on the 
nature and seriousness of incident suitable action will be taken.  

Software and Hardware Management Policies 
 

 
User Responsibilities 
The Authority provides hardware and licensed software to enable officers, Members, 
and members of the public to access and process data. The Authority does not 
condone the use of software that does not have a licence and is committed to the 
FAST (Federation against Software Theft) Standard for Software Compliance FSSC-
1:2007. The Authority software policies are implemented to safeguard the Authority 
from the many varying laws surrounding software use. Any user found to be breaking 
these policies can find themselves subject to disciplinary procedures. 
 
The following policies apply when dealing with the management of the 
Software and Hardware used by the Authority: 
 

 Software & Hardware Acquisition Policy 

All computer software and hardware acquired by The Authority must be 
purchased (or logged) through the Information Communication Technology 
Team.  

 
Procedure  
Complete the software & hardware requisition form, obtain the relevant 
authorisation signature and pass to Information Communication Technology 
Team. If the software is not currently in the library a new licence will be 
purchased, similarly if the hardware is not currently in stock, new equipment will 
be ordered. Once delivered to Information Communication Technology Team the 
media and hardware will be checked and the licence will be checked and added 
to the library. The software will be added to the Asset Database against the 
specific user. The software will then be identified to the audit tool and loaded to 
the user’s workstation by a member of the Information Communication 
Technology Team. The media inventory will be updated and placed in the secure 
storage area. The hardware will be assigned an asset number and added to the 
asset register. 

Objective  
We aim to respect all computer software copyrights and adhere to the Terms 
& Conditions of any licence to which the Authority is a party. The Authority 
does not condone the use of any software that does not have a licence and 
any employee found to be using, or in possession of, unlicensed software will 
be subject to disciplinary procedures. 
 
It is the responsibility of all the Authority employees to ensure they fully 
understand their responsibilities with respect to the Management of Software 
and Hardware 
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 Software and Hardware Delivery Policy and Procedure 

All newly purchased software and hardware needs to be logged by the 
Information Communication Technology Team, so that the licenses can be 

checked and asset registers updated. 

Procedure 
See Software and Hardware Acquisition Procedure  

 

 Software and Hardware Installation Policy and Procedure 
Software and Hardware should only be installed by Information Communication 
Technology Team, or under their guidance when being carried out remotely. 
Note this does not include automatic updates, to the operating system or 
antivirus software which may require some user input. If there is any doubt the 
user should ask for advice.  

 
Procedure 
See Software and Hardware Acquisition Procedure 

 

 Software and Hardware Movements and Procedure 
Software should only be moved from one machine to another, or redistributed by 
the Information Communication Technology Team, to ensure correct asset and 
license control.  In addition all hardware should be moved and installed by 
Information Communication Technology Team. All staff or department moves 
must involve the Information Communication Technology Team so that the 
appropriate software can be added or removed and asset registers updated. 

 
Procedure 
In the event of staff relocations the relevant departmental manager is required to 
fill in the “Staff New Starter” form to ascertain whether new software or hardware 
will be required, old software can be re-distributed and the new locations of staff, 
hardware, network points and software for the asset register. 

 
 

 Software and Hardware Disposal Policy and Procedure 
The Disposal of Software/Hardware used by the Authority may only be carried 
out by the Information Communication Technology Team 

 
Procedure 
Once a computer is deemed ready for disposal all software will be removed, 
where the licence permits the software will be re-used or stored for future use. 
See detailed Destruction and Disposal Procedures 

 

 Software Compliance and Documentation Procedure 
Except in special circumstances Software Licenses are purchased corporately 
and all software purchases are logged as assets. Where applicable the media 
itself is stored in a secure digital area on the system, where only members of the 
Information Communication Technology Team have access. Records of invoices 
are retained by the finance department and further evidence of entitlement is 
kept on file and within the electronic filing system.  It is backed up at our 
business continuity site at Rothbury. Where applicable the same applies for 
license codes. 
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There is a regular check of the system to ensure the software run on the system 
matches up with that which has been purchased by the Authority.  
 
Procedure 
See Software Acquisition Procedure 

 

 Shareware, Freeware Evaluation and Public Domain Software Policy 
Shareware, Freeware, Evaluation and Public Domain software is bound by the 
same policies and procedures as all software. No user may install any such 
software onto the Authority’s systems, without suitable permission from the 
Information Communication Technology Team. Such software will show up in 
user audit checking logs.  

 
Procedure 
Where a user has a valid business requirement for a piece of shareware or 
freeware they will use the standard software acquisition procedure. Upon the 
appropriate management agreements, the software will be obtained, tested and 
loaded to the user. 
 
If this software is shareware, and requires deletion or licensing after a trial 
period, the user will need to ensure they arrange for purchase of the software by 
the Information Communication Technology before it expires. If the software is to 
be retained usual acquisition procedures will be followed. If it is not required the 
software will be completely uninstalled. 

 

 Internet download Policy and Procedure 
If the user has a valid reason to use a piece of software via an internet download 

then it can be downloaded and installed so long as the Information 

Communication Technology Team are notified and the proper procedures 

followed, as listed previously. 

Procedure 
If a user has a valid and approved reason for a piece of software available on the 
internet, he will inform the Information Communication Technology Team using 
the standard procedures. The Information Communication Technology Team will 
then check the licensing requirements for the software, where appropriate 
purchase a licence, download the software, virus check the download and 
benchmark the software, prior to delivery to the end user. 

 Font Policy and Procedure 
Fonts are supplied as part of an operating system or an application, which is set 
up by the Information Technology Team, as part of building the machine or 
installing an application. No other fonts should be used unless there is a specific 
license for the font. 

 
Procedure 
Normally, unless the license specifically allows it, fonts cannot be shared among 
multiple computers, as it is normally machine specific. Users should not give 
fonts away to others. 
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Data Quality Statement 

Introduction to the Data Quality Statement 

Quality of data is the key to the Authority’s work. The Data Quality Statement details 
the obligations that all users have when producing or using data. Both external and 
internal users need to be assured as to the quality of data the Authority produces. 
  
The achievement of the quality of data is defined by the data accuracy policy 

Data Accuracy Policy 
 

 
To ensure that data produced for the Authority is of the highest accuracy the user 
has the following responsibilities 
 
Please do 

 ensure that the number of people handing the data are kept to a minimum;  

 ensure that before a new record is entered, a check is made against all existing 
records to ensure that it does not already exist;  

 ensure that the number of master records for any data set is kept to a minimum - 
one should be the goal;  

 reduce any overlap in data control where ever possible;  

 ensure that data remains clean, by taking ongoing steps to ensure that 
redundancies, errors and inefficiencies do not occur ; 

 endeavour to have data entry validity checks in place wherever possible;  

 investigate any inconsistencies in the data as soon as they become apparent. 
 
PLEASE DO NOT 

 forget to use your eyes, and brain when entering data. If it looks wrong then 
check it before entering it;  

 allow joint ownership of a data set – somebody needs to be ultimately 
responsible for it;  

 tolerate any known data errors. If there is a visible known error fix it immediately.  
 

Records/Information Management Policy 
 

 
Introduction 
 

Objective  
We is to ensure that the quality of the data produced for the Authority is of the 
highest quality and that staff are aware of the legal responsibilities a public 
body has for such high standards.  

Objectives  
The objectives of the Records Management Policy are to establish a long term 
policy framework for the management of current and semi-current records 
regardless of format. It is also to ensure the creation and management of 
authentic, reliable and useable records, capable of supporting business 
functions and activities for as long as they are required  



Version 4.1.0 Page 31 of 37 29/11/2012 

 

 

The Authority recognises that its information and the records that such information 
may be contained within, are a key resource in the delivery of Authority services and 
are an important aspect of demonstrating public accountability. A “record” is evidence 
of an activity or decision and demonstrates accountability. This policy statement sets 
out a corporate approach to ensuring proper arrangements are in place for the care 
and administration of all records, regardless of medium, from creation until selection 
for destruction or permanent preservation. The Authority recognises the importance 
of good records management practices to ensure: 

 right information available at the right time; 

 a corporate understanding of the value of information; 

 authentic and reliable evidence of business transactions; 

 support for decision making and planning processes; 

 legal compliance; 

 openness and accountability; 

 effective e-government; 

 better corporate governance; 

 the rights of citizens. 
 

This document sets out the objectives of the records management policy, the 
standards and actions necessary to ensure its delivery and the responsibilities of 
officers. 
 
The records policy is:-   

 to ensure consistency of approach in record creation, description, classification, 
maintenance and disposition, and harmonization of working practices; 

 to ensure an appropriate and legally sound records retention policy; 

 to ensure the accuracy and integrity of records; 

 to facilitate the bringing together of records from different business areas to aid 
the provision of joined up services and to avoid duplication; 

 to ensure records are maintained in a safe and secure environment; 

 to ensure vital information is safeguarded and preserved and is readily 
accessible through the identification of records of historical or other importance 
at the earliest opportunity. 

 
This policy will be implemented as outlined in the following documents: 
 
 Storage of Data & Records Statement 

 Statement of compliance with retention schedule 

 Destruction & Disposal Procedures 

 Backup Policy 

Storage of Data & Records Statement 
 

 
All data and records will be stored in the most convenient and appropriate location 
having regard to the period of retention required and the frequency with which access 
will be made to the record. This is not normally the “c drive” of the machine 
being used. 

Objective  
We aim to highlight to the user how information should be stored for future 
use. 
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Data and records which are active should be stored in the most appropriate place for 
their purpose. 
 
Data and records which are no longer active, due to their age or subject, should be 
stored in the most appropriate place for their purpose.  
 
The degree of security required for file storage will reflect the sensitivity and 
confidential nature of any material recorded. 
 
Any data file or record which contains personal data of any form can be considered 
as confidential in nature.  
 
Data and records should not be kept for longer than is necessary. This principle finds 
statutory form in the Data Protection Act 1998, which requires that personal data 
processed for any purpose "shall not be kept for longer than is necessary for that 
purpose". 
 
No data file or record should be retained longer than highlighted in the Retention 
Schedule after it is closed unless a good reason for longer retention can be 
demonstrated. The retention policy should match the statutory requirements for the 
data where this is applicable. It is to be emphasised that the period defined in the 
Retention schedule is a maximum period. It may well be appropriate having regard to 
the nature of the record to opt for a shorter period. 
 
Reasons for longer retention periods will include the following: 

 The record contains information relevant to legal action which has been started or 
is in contemplation.  

 Whenever there is a possibility of litigation, the records and information that are 
likely to be affected should not be amended or disposed of until the threat of 
litigation has been removed.  

 The record should be archived for historical or research purposes, e.g. the record 
relates to an important policy development or relates to an event of local or 
national purpose.  

 The records are maintained for the purpose of retrospective comparison.  

 The records relate to individuals or providers of services who are judged 
unsatisfactory. The individuals may include employees who have been the subject 
of serious disciplinary action. 

Statement of Compliance with Retention Schedule 
 

 
Records Retention and Disposal 
Records should not be retained any longer than is necessary for the efficient 
operation of the Authority, or to meet statutory/regulatory obligations. Records that 
have outlived their administrative usefulness or statutory retention period, should be 
destroyed systematically in accordance with Destruction and Disposal Procedures 
 

Objective  
We aim to highlight to the user how and when data/records should be 
destroyed. 
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Under the Freedom of Information Act 2000 and Data Protection Act 1998, it is a 
criminal offence to destroy or dispose of records once the Authority has received a 
formal request to access the information contained in those records. 
 
As a rule, the following types of records below have no significant operational, 
informational or evidential value. They can therefore be destroyed as soon as they 
have served their primary purpose. 
 
Examples taken from: The Joint Information Systems Committee. Higher Education 
Institutions Business Function and Activity Model, 2003. 
 

 announcements and notices of meetings and other events, and notifications of 
acceptance or apologies; 

 requests for stock information such as maps, travel directions, brochures etc; 

 requests for, and confirmations of, reservations for internal services (e.g. meeting 
rooms, car parking spaces, pool cars) where no internal charges are made; 

 requests for, and confirmations of, reservations with third parties (e.g. travel, hotel; 

 accommodation, restaurants) when invoices have been received; 

 transmission documents: letters, FAX cover sheets, e-mail messages, routing 
slips; 

 compliments slips and similar items which accompany documents, but do not add 
any value to them; 

 message slips; 

 superseded address lists, distribution lists etc; 

 duplicate documents such as: ‘CC’ and ‘FYI’ copies, unaltered drafts, ‘Snapshot’ 
printouts or extracts from databases, ‘Day Files’ (chronological copies of 
correspondence); 

 personal diaries, address books etc; 

 working papers, where the results have been written into an official document and 
which are not required to support it; 

 stocks of in-house publications which are obsolete, superseded or otherwise 
useless e.g. magazines, marketing materials, prospectuses, catalogues, manuals, 
directories, forms, and other material produced for wide distribution; 

 published or reference materials received from other parties or from vendors or 
other external organisations which require no action and are not needed for 
‘record’ purposes, e.g. trade magazines, vendor catalogues, flyers, newsletters. 

Destruction & Disposal Procedures 
 

 
All users need to have regard to the confidentiality for all information, in any format, 
being destroyed from any location and must take account of the information held 
within that item being destroyed 
When records or data files are identified for disposal by the Retention Policy, they 
should be destroyed in a suitable manner. If they are sensitive data then a register of 
such records needs to be kept 
 

Objective  
We aim to provide guidance on how to destroy and dispose of information, that 
is no longer needed, or due for destruction due to the retention period which is 
held by the Authority. 
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If the data for destruction is on paper, card or microfiche the procedure for 
destruction is as is as follows:  

 All office quality paper should be mechanically shredded if the content is in any 
way sensitive. (If you dispose of waste by using the shredder, ensure that it is 
used safely in accordance with its operating instructions, and that waste is 
shredded in such a way that it cannot be put back together again and thus made 
comprehensible). 

 
If the data for destruction is on electronic media such as tape, disk, 
cassette/cartridge, hard drives, Compact Disk-Read Only Memory, Digital Video Disk 
and ZIP drive the procedure for destruction is as follows: 

 Media that are being destroyed because they are showing signs of damage or are 
obsolete should be physically destroyed by being cut into pieces or other ways 
prior to disposal. 

 Where disks, tapes, Digital Video Disk or Compact Disk-Read Only Memory are 
being used to supply data to third parties they should, at the very least, be 
reformatted before the files are saved on to it. The process of saving files to the 
disk may overwrite areas of the disk previously used, but this is no guarantee of 
preventing retrieval of previously stored files.  

 OEM software will be disposed of with the computer as these licences are non-
transferable.  

 All Authority data will be removed and the hard disk will be wiped using Eastec 
Sanitizer, the asset register will be updated and relevant disposal/destruction 
WEEE documentation will be held on file. 

Backup Policy 
 

 
Definitions 

 To back up data is to copy them to another medium so that, if the active data are 
lost, they can be recovered in a recent if not completely current version. Backup is 
primarily intended for disaster recovery, and the assumption is that in most cases 
the backed-up data will not be read. 

 To archive data is to move them to another medium for long term storage. Archive 
is intended for the storage of data that do not need to be kept immediately 
accessible, but which may possibly be needed at some point in the future. 

 The distinction between backup and archive is not absolute If data is backed up, 
and then subsequently the original, more accessible copies are deleted, the 
backed-up copies effectively become an archive. 

 
Back Up Process 
Each backup saves the contents of files and directories on the servers at the time the 
backup was performed. Therefore the backups do not record all activities or contents 
of users' files throughout the day or week. A backup is simply a snapshot in time of 
the data present on the system at the time the backup ran. Therefore it is completely 
possible for a user to create and delete a file during the course of a day which will 
never appear on a backup. This is also true of email messages; a user may receive, 
read and delete an email message without the daily backup of the email storage ever 

Objective  
We aim to highlight to the user how and when the backup is run and what is 
actually backed up. This Policy provides good advice on how staff can ensure 
their work data is stored safely. 
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recording that message (although there would normally be a record of who sent and 
received an email message -- without the contents -- in the system mail server logs).  
 
The backup system does not save files stored on local drives of the users’ machine 
nor does it save personal folders in outlook. These are the users’ responsibility  
 
The system is currently backing up to tape about four terabytes of data and this takes 
on average around 36 hours to complete. This means that, other than a small 
amount of key essential data (the databases for Sharepoint and CRM), the data is 
split into three areas. The backups of the virtual servers are two of these areas and 
the remaining servers is the third area. Half the virtual server backup data is backed 
up to tape every other day. 
 
Digital Backup  
There are digital snapshots taken of all the main virtual servers on a daily basis, with 
the data being stored locally at Eastburn. This process runs over 24 hours and 
ensures that digital snapshot backups are taken on a daily basis. The external tape 
system then backs up these digital snapshots. The digital snapshots allow for the 
restoration of a single file at a granular level.  
 
Reasons for backup and archive 
The primary reason for backing up data is to keep copies in case of disaster, for 
example catastrophic software failure that destroys data, hardware failure of a 
computer making data inaccessible, or environmental damage to computers such as 
fire. 
 
The best way for staff to ensure their work is regularly back-up automatically 
by the Information Communication Technology service is to save all working 
documents on the relevant part of the staff intranet (Sharepoint and specific 
shared drives for images and geographical information). 
 
Backups of the data on central servers are created in case of a disaster affecting the 
servers or databases held on them. They are not intended for recovering individual 
files or emails belonging to particular users. The backups are structured in the most 
efficient way for recovering complete systems or databases. This makes them 
unsuitable and cumbersome for recovering individual items. Individual users need to 
make their own backups to protect their own data from loss. 
 
Archive, as explained above, is the storage on slower and less accessible media of 
data that do not need to be immediately accessible. The Authority does not provide a 
central service for the archiving of miscellaneous electronic data. 
 
Data may be archived (via the backup mechanism) to subsequently help, not in 
recovery but in monitoring, as part of the management of the service. Typically this 
will be logging data. 
 
It may become a legal obligation for the Authority to maintain archives of content or 
logging data for a certain minimum period of time, in case of subsequent demand by 
authorised government agencies.  
 
(Business Continuity – This is different to backups and is run independently of 
the tape backups and is not covered here.) 
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Please sign and date both copies of the following page and return one to the 
Information and Communication Technology Team within five days of receipt. 
 
I confirm that I have received the current version (4.0) of the ICT policies and 
statements detailing how the Authority is striving to provide a secure Information 
system, whilst meeting the FAST standard for Software Compliance FSSC-1:2007  
 
a. Information Security Policies 

i. Information Technology User Security Policy 

ii. Password Policy 

iii. Anti-virus Policy 

iv. Policy for Using Authority Laptops or Personal  

v. Data Assistants At Home 

vi. Policy for using Authority data on non Authority Machines 

vii. Clear Desk policy 

 

b. Compliance Statements 

i. Electronic Mail Policy 

ii. Internet Access Policy 

iii. Games and Screensaver Policy 

iv. Data Protection 

v. Privacy Policy 

vi. Freedom of Information 

vii. Auditing Policy 

viii. Unauthorised Access and Hacking Policy 

c. Software and Hardware Management Policies 
i. Software  and Hardware Acquisition Policy and Procedure 

ii. Software and Hardware Delivery Policy and Procedure 

iii. Software  and Hardware Installation Policy and Procedure 

iv. Software and Hardware Movement and Control Policy 

v. Software and Hardware Disposal Policy 

vi. Software Compliance and documentation procedures for effective management of entitlement 

vii. Freeware and Shareware Guidance  

viii. Internet Software Download Policy 

ix. Font Policy 

 

d. Data Quality Statement 

i. Data Accuracy Policy 

e. Records/Information Management Policy 
i. Storage of Data & Records Statement 

ii. Statement of compliance with retention schedule 

iii. Destruction and Disposal Procedures 

iv. Backup Policy 

Signed 
 
……………………………………………………... 
 
Name 
 
……………………………………………………… 
Date 
 
……………………………………………………… 
 
By submitting this form you are agreeing that any personal data that is on this form is for use 
by Northumberland National Park Authority for the efficient administration of the Information 
and Communication Technology resources.  The data will be processed in accordance with 
the 1998 data protection act. It will not be passed on to any other organisation 
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Please sign and date both copies of the following page and return one to the 
Information and Communication Technology Team within five days of receipt. 
 
I confirm that I have received the current version (4.0) of the ICT policies and 
statements detailing how the Authority is striving to provide a secure Information 
system, whilst meeting the FAST standard for Software Compliance FSSC-1:2007  
 
c. Information Security Policies 

viii. Information Technology User Security Policy 

ix. Password Policy 

x. Anti-virus Policy 

xi. Policy for Using Authority Laptops or Personal  

xii. Data Assistants At Home 

xiii. Policy for using Authority data on non Authority Machines 

xiv. Clear Desk policy 

 

d. Compliance Statements 

ix. Electronic Mail Policy 

x. Internet Access Policy 

xi. Games and Screensaver Policy 

xii. Data Protection 

xiii. Privacy Policy 

xiv. Freedom of Information 

xv. Auditing Policy 

xvi. Unauthorised Access and Hacking Policy 

c. Software and Hardware Management Policies 
x. Software  and Hardware Acquisition Policy and Procedure 

xi. Software and Hardware Delivery Policy and Procedure 

xii. Software  and Hardware Installation Policy and Procedure 

xiii. Software and Hardware Movement and Control Policy 

xiv. Software and Hardware Disposal Policy 

xv. Software Compliance and documentation procedures for effective management of entitlement 

xvi. Freeware and Shareware Guidance  

xvii. Internet Software Download Policy 

xviii. Font Policy 

 

di. Data Quality Statement 

ii. Data Accuracy Policy 

e. Records/Information Management Policy 
v. Storage of Data & Records Statement 

vi. Statement of compliance with retention schedule 

vii. Destruction and Disposal Procedures 

viii. Backup Policy 

Signed 
 
……………………………………………………... 
 
Name 
 
……………………………………………………… 
Date 
 
……………………………………………………… 
 
By submitting this form you are agreeing that any personal data that is on this form is for use 
by Northumberland National Park Authority for the efficient administration of the Information 
and Communication Technology resources.  The data will be processed in accordance with 
the 1998 data protection act. It will not be passed on to any other organisation 


